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1 IEC®IC

/Related Articles
FL & 51 Python TA Y& —% v bY Y —REHIET 2 DI FOREENRICTLH T

e Basic Authentication

Basic 885F 122WTDF 22— b VU 7T Python ORIV TWET, )

urllib.request (& URLs (Uniform Resource Locators) ZH{§3 %72 ® Python €Y 2—/LT3F, ZDE
Pa— I THEERA VX —T 2 —R% urlopen BBOEXTRELTVET, 4 ZOEY2—UE
—MRAVIARI TR T 2 72 D100 S MR A V2 —7 = — 2B ML TV E T - basic FFER 7 v F—.
¥ %, 250X handler % opener EMEENZ ATV =27 b LTIREEENE T,

urllib.request X% < @ "URL A% —24" (URL @ ":” ORIOXFHTHANETNE b D - FHl 2 1F ftp:
//python.org/” Tk "ftp”) ® URL %, M#T 21y hv—27 v bai (flziE FTP, HTTP) ZHH$
52T, IS TEET,

BRI Tl wurlopen 132 THEHBUCHES e 3 TEF3, LU HTTP @ URL 2B 2 Eic o —»
X772, Kkl — Al § % &, HyperText Transfer Protocol I2BI 5 2 W< DD Z & ZHfRS 24
BHH ET, HTTP B L TR D Ui TEETE 2 XiZ RFC 2616 T3, ZOXEFHMCEHERD
TR ERA, 2D HOWTO O HINE wrilib OFAEZFIRT 2 Z T3, HITP oW TR %z
DIFITHRZ2DITTHHLLHEETVET, ZORFF2 XY ME urllib.request D FF 2 X ¥ Db
DT D FRAN, WET2&E 2R > TVET,

2 URL ZHBUiS9 %

urllib.request % I3 % &b HHZTEIILIR TS

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:

html = response.read()

URL I2XoTV Y —RZHUR L. Zhz —RHRIGINIRFEL TH E WV 213, shutil.copyfileobj ()
¢ tempfile.NamedTemporaryFile() B~ TIT5 Z BN TEET:

import shutil
import tempfile

import urllib.request

with urllib.request.urlopen('http://python.org/') as response:
with tempfile.NamedTemporaryFile(delete=False) as tmp_file:
shutil.copyfileobj(response, tmp_file)

(KDR=V1ZHiEL)
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(RIDR=I D5 DR E)
with open(tmp_file.name) as html:

pass

%L ® urllib OFFAEIEZ O X 5 Il TF (Chttp:’ DD D2 URL % ftp:’ % file’ FTHDIUITE
£9), LAL, 2OFa— Y 7LOHME, FIC HITP K-> T, X EMRIRRZHAT S22 TT,

HTTP 13V 7 TR+ (request) & L AR R (response) BERE R o TVWET - 7547V FBRY TR
L. = N=DVL AR R%EHED T3, urllib.request & ZNEELT, /EKT 2 HITTP V7 TR+ 2 RH
3% Request A7V 7 FEMATVES, VI/TRX A TPV 27 MEERT 2&DEHELTEITEIEGL /2
W URL 2¥8E3T 528 T3, urlopen 2 Z2DA 72 =27 b 2o THUHTE, V27T XML/ URL O
LVARYRAA TS 27 bDIREINET, TOVRARYRIIZTZ7ANVITA AT 27 P T, ZHEDOED LR
RYRIC .read() EMUPHEZ I EZEHKLTVET:

import urllib.request

req = urllib.request.Request('http://python.org/")

with urllib.request.urlopen(req) as response:

the_page = response.read()

urllib.request XFACV 7 ZA A VX =7 2 —RA%2TD URL AF—2LIMLTHHATES XS5 ICLTWY
9, BRI FIP V7 X OHEE IS TEET

req = urllib.request.Request('ftp://example.com/")

HTTP OHBHEIRIE, VIZZA ATV 27 MR LT OORRIRBENTEET: —DHIEY—~=
HBTF—REETIENTESL, ZOHE Y —AN—ICEZ T -2 72X MEHFIC DVWTO Fipl &R
("metadata”) ZET I ENTEXT - TNHDELNLHEHRIE HITP TNy X TF, FEEIINSICEL
TUEDUVEDRTWEEL & D,

21 7—%

URL X7 =& ZXD70WEEIR X< HD FTF (LIFLIE. 20 URL & CGI (Common Gateway Interface)
A7V T D web 7 7V r—2a vy EBRBT L2 ICRD ET), ZhE HTTP Tk, POST V7 =
A M LTHIBNE HETITROIEST, Z4UE web LT HTML 7 # — 22D TEEFETILZIITIV
AT oTWDEZETT, BTD POST A7 4 — a0 b6ikoN 2 LIERD /A BHOT SV r— =
VI LUTHEED T — &% POST 2o T2 2 e BN TEET, — MR HIML 7 4 — 2058, 7—X
BEEENZTETZ Y a— FERTWAREXRDH D, VI TR A 7Y =2 MiZ data 5B LTHELET,
Irya—7 4 Y73 urllib.parse 74 77V OB E M > TITWE T,

import urllib.parse

import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi'

values = {'name' : 'Michael Foord',

(RDR=V ki)



(RIDR=I D5 DR E)
'location' : 'Northampton',

'language' : 'Python' }

data = urllib.parse.urlencode(values)

data = data.encode('ascii') # data should be bytes
req = urllib.request.Request(url, data)
with urllib.request.urlopen(req) as response:

the_page = response.read()

oLy a—7F 4 Y IPRBERGENDH S ZEICHERELTREW (21X, HIML 7 4+ —20567 7 4 V%
7 v 7a— RT3 DFMICOWTIE HTML Specification, Form Submission % BT FX W),

data 5IBEEX LR VEE, wllib X GET V272X M 2FHLES, GET & POST V27X rO—D0DiE
Wi, POST V2722 Mic LRI, TRWERL) 282 Z2TF: POST Y Z TR MIWL D0 DHIEIC K -
TYRATLDOREEZLIEET (HlZ1X 100 K> KO ZARL D% R 7 O £ THLES 3£ X% web ¥
4 FTHS)e 2idWVWi HTTP fZHETHEIC XA TWANAETIE, POST i BIC BIfEM %25, GET V
JIAMIRLT EWEAZF-RVWI e 2EBERT20hEd.. GET V72X M DEIERZROZ & b,
POST V7 X s DEIWER Z Rz nZ e b, iiFohg¥A, HITP ® GET V2T AMTHT—XBHH
BLYA—T 4 YT THIETT—RE2ETIeNTEET,

MFo ks LT ivwEd:

>>> import urllib.request
>>> import urllib.parse
>>> data = {}

>>> datal['name'] = 'Somebody Here'
>>> datal['location'] = 'Northampton'
>>> datal['language'] = 'Python'

>>> url_values = urllib.parse.urlencode(data)

>>> print(url_values) # The order may differ from below.
name=Somebody+Here&language=Python&location=Northampton
>>> url = 'http://www.example.com/example.cgi'

>>> full url = url + '?' + url_values

>>> data = urllib.request.urlopen(full_url)

? % URL ITIA, ZAUCTY a— FENEAHLS 2T, 5E28% URL 2MESRTWS ZLICERL TR
T
22 ANyA&

ZZTIEEED HTTP Ay ZIZ2OoWTERM L E 3. HTTP U 7 T X Mz y ZZBIT 3 GiECOWTHR
L%,


https://www.w3.org/TR/REC-html40/interact/forms.html#h-17.13

W OHD web A4 M ETA ST AN TIVRINE I EioTWED, B2 T I IPFIIHLT
B N—YaryEENETZ, F7 4L T wllib 1ZEHHOEHR%E Python-urllib/x.y ¥ L THKW
¥3 (x & y & Python DV VY —ZAN=T 3 VDAIr—N=Vare3fF—n"=UaryT73, HlziL
Python-urllib/2.5 72 ¥), ZAUT X > T web ¥4 MUNBEE LD, BHELmWrb LOAEEA, 77
THFIXHHOEHE User-Agent Ny X3 BBEL TR->TVET, VITZRA ATV 27 bEMED L FIC,
Ay RICHERET N TEET, UROHIZ LBl [E T TTA. HE% Internet Explorer™ M x—
Tarp—or LTHoTVET,

import urllib.parse

import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi'
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)'
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }

headers = {'User-Agent': user_agent}

data = urllib.parse.urlencode(values)

data = data.encode('ascii')

req = urllib.request.Request(url, data, headers)
with urllib.request.urlopen(req) as response:

the_page = response.read()

LRARYZZZODEFRIIZEAY v FdFio TOWE T, info & geturl DR R TRV, 2 OFNIEL THRIED
EELGEICRTBIREARTT,

3 PN =ENIET B

urlopen raises URLError when it cannot handle a response (though as usual with Python APIs, built-in

exceptions such as ValueError, TypeError etc. may also be raised).
HTTPError is the subclass of URLError raised in the specific case of HTTP URLs.

FAL 27 5 2% urllib.error B a—Ah ot TVE T,

*1 Google ZHIfEICT %,

2 75U RRAT 5 2k (browser sniffing) & web ¥4 FDFHA BT B THENEETY - web HEHERFIH T 252
BHTL x5, RERILITREICZ LD web ¥4 FARBRDZTITVFITHNLTRRDZ ANV a VZRLTVWET,

*3 MSIE 6 a2 —H¥x— x> ME "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)’
T3,

** HTTP V2 TR by XOFEMIZOWTIE, Quick Reference to HTTP Headers 2B L TR W,

5
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3.1 URLError

URLError 25 & N2 Z 23X D FF, Z2hUdry bV —ZERPEVIGER, f8E LT — "D
WIHETY., ZOHE. PISNE reason’ EMEZFi > TWT, ZOREMEREL —a—- x5 —Xvt—YD7
FRAMEBUOXTINTE,

fil:

>>> req = urllib.request.Request('http://www.pretend_server.org')
>>> try: urllib.request.urlopen(req)
. except urllib.error.URLError as e:

print(e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

Every HTTP response from the server contains a numeric "status code”. Sometimes the status code
indicates that the server is unable to fulfil the request. The default handlers will handle some of these
responses for you (for example, if the response is a "redirection” that requests the client fetch the
document from a different URL, urllib will handle that for you). For those it can’t handle, urlopen will
raise an HTTPError. Typical errors include '404’ (page not found), 403’ (request forbidden), and 401’

(authentication required).
HTTP x5 —a— F2TIZOWTIE RFC 2616 ® 10 HiZzZHL TR W,

The HTTPError instance raised will have an integer 'code’ attribute, which corresponds to the error sent

by the server.

I>—3—F
TI7ANVIANAYRT=FVXA L7 b (2= FIZ300 HERICHD X9) ZUHEL, 100-299 HFHED I — FIIK
WEERLTVWEDT, ZWVTVOEEE 400-599 FHRDLIF—a—-FDOAE R B2 TTAET,

http.server.BaseHTTPRequestHandler.responses is a useful dictionary of response codes that shows

all the response codes used by RFC 2616. An excerpt from the dictionary is shown below

responses = {

<HTTPStatus.0K: 200>: ('OK', 'Request fulfilled, document follows'),

<HTTPStatus.FORBIDDEN: 403>: ('Forbidden',
'Request forbidden -- authorization will '
'not help'),

<HTTPStatus.NOT_FOUND: 404>: ('Not Found',
'Nothing matches the given URI'),

(RDR=V1Hi <)
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(RIDR=I D5 DR E)
<HTTPStatus.IM_A_TEAPOT: 418>: ("I'm a Teapot",

'Server refuses to brew coffee because

'it is a teapot'),

<HTTPStatus.SERVICE_UNAVAILABLE: 503>: ('Service Unavailable',

'The server cannot process the

'request due to a high load'),

I —MEELHE, = AN"—d HITP 27 —a—F IV 7RI ZRLTRHEL X7, HTTPError
A VAR VABLZTG —R=IDVARY AL LTRZAE T, ZHUT code B2 T/ <. urllib.response
EY 12— IR T & 57 read, geturl, info XV v R FEOZ L BEKL 3

>>> req = urllib.request.Request('http://www.python.org/fish.html"')
>>> try:
urllib.request.urlopen(req)
. except urllib.error .HTTPError as e:
print(e.code)

print(e.read())
404
b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

33 1I5—%35v793

So if you want to be prepared for HTTPError or URLError there are two basic approaches. I prefer the

second approach.

D1

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
req = Request(someurl)
try:

response = urlopen(req)
except HTTPError as e:

print ('The server couldn\'t fulfill the request.')

print ('Error code: ', e.code)
(RDR=V1Hi <)



(RIDR=I D5 DR E)
except URLError as e:
print('We failed to reach a server.')
print ('Reason: ', e.reason)
else:

# everything is fine

O IR

The except HTTPError must come first, otherwise except URLError will also catch an HTTPError.

ZD 2

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request(someurl)
try:
response = urlopen(req)
except URLError as e:
if hasattr(e, 'reason'):
print('We failed to reach a server.')
print('Reason: ', e.reason)
elif hasattr(e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:

# everything is fine

4 info & geturl

The response returned by urlopen (or the HTTPError instance) has two useful methods info() and

geturl() and is defined in the module urllib.response.

o geturl - ZHIHUER L7z R—Y DHEED URL %R L ¥ 3, urlopen (73R X2 opener 47
Pz M) BVEXALY MBS A7H, AHTY, B L72R—Y® URL 3ER L7 URL [
CidfRb x8A,

o info - ZREBHUF L= (FHZH — "D HAy X)) ZRITHERA 7Y =27 F2RLE T, Zhid
WIETIX http.client .HTTPMessage £ Y AKX Y AT,

A2~ v K% "Content-length’, ’Content-type’ %2 &ATWE T, HTTP Ny X OEBK & FIHEICD
W RHEL 22 35RO = (R 72— Quick Reference to HT'TP Headers 2L T R&X W,
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5 Openers £ Handlers

URL #HU8 3 25%5A. opener ((RELZIAE LT WHARIT T2, urllib.request.OpenerDirector DA ¥ &
2y R) ZRALE T, BEEMNIZIET 7 40 D opener % - urlopen Z# LT - AL TVWETH, HRXK
LD opener ZERT 2 Z ¥ b TEE T, opener 1 handler ZFHL 5, 2TD —FBENZMEFE) EF >
P ko TITRDNE T, & handler [ FFED URL A ¥ — 4 (http, ftp, %) T URL O ZHZH -
TW7z b, URL 2B RETE S W T 3 0% Mo TWET, BIZIE HITP VX4 L2 ay% HTTP ©
7y F¥F—IRE,

A VA b= IEADRFED NV FZ T URL 2EU5 L72WEEICIE. opener ZERL7ZWEESTL x5, i
ZE7 v ¥F—%NET % opener DEFIWHER, VXA LY a Yy EAE LW opener 21872055,

opener % fE B ¥ % 1T I&. OpenerDirector % 4 ¥ X &% ¥ X {b L T. # I T,
add_handler(some_handler_instance) ZM-UHL F3,

2D 27EL LT, build_opener ZFIHT2 2 dTEET. T4 opener £ 73 =7 FZ—EHD
BEEUPE O U THERR T & 2 F72 B3T3, build_opener {3V DDAV K7 %277 4L N TEMLUET
. TI7 AN EDOAY R U TEM. #RDES L2 ELITHAZITI DICF oW BWHFEZRAL T
{Nhxd,

BAIL7=K 22 2 A[REMEDS S 3 handler ¥ LTIE, T F S U, FIRY., — TRV SREDIRK
IKRHENZBHBDTL x5,

install_opener ® (/B —N)L7R) 77 4L+ opener 7 =7 F DIFBICHIHATE LT, DX D,
urlopen ZMFUAF &, £ YA b= U7 opener BFHENET,

opener 7Y =7 M open XV v R%EHioTWT, urlopen B [ UK, url ZHUF T 2 DI EHEME
UHs ZepTtxEd: FEMHZERITIE install_opener ZfESHNEIZH D FH A,

6 Basic F25F

To illustrate creating and installing a handler we will use the HTTPBasicAuthHandler. For a more
detailed discussion of this subject -- including an explanation of how Basic Authentication works - see

the Basic Authentication Tutorial.

FRREDSRE IR S, = NFFRRE R ER T E2Av X (01 D7 —a—Fr e dZ) ZEDET, ZHTE-T
RIERAF — A L ‘realm’ DEEEINE T, Nv XIZZD X I >TWVWET: WWW-Authenticate: SCHEME
realm="REALM" ,

il

WWW-Authenticate: Basic realm="cPanel Users"

TPIA7YMIV TR Ay ZIZEFENS realm X L THEYIRARTE SRV — K2 BV IR MNEH
AT T ZREND D T, 2D basic fRAE T, —HEDRANZ AL % /212, HTTPBasicAuthHandler
DA VAR ZAEVER L, opener 75 handler ZF|HT 2 X5 LET,

HTTPBasicAuthHandler 3SRV — R 32— vy — 2 EN 5, URL & realm % SA7 — K & 2 —HFHA
OMED T 2N T 2, 7027 b EHMALET, realm DR DD (H— "0 5IRXNBFEEN v X b

9
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5) HID 720WIHEITIE, HTTPPasswordMgr ZFIHTE 3, < DHA. realm AR DI OVTRITT
2Z2EHYERA. FD XS BEGEICIE HTTPPasswordMgriWithDefaultRealm % {# 5 ¥ #F| T3, Zh
WX URLICHLTT 74V DI —FHENRRAY - REEETEET, ZHUCK> TRHED realm 1Zxf3 5
REDHMABOLEZRMET 2 R LIFIHTE S X518 ET, ZDZ i add_password XY v KD
realm 582 LT None #5252 Z e THRTHZ BN TEET,

kv 7LD URL D3RRRED L IE LI URL TF, @ URL &b H MFEw) URL 2L TH
.add__password() ZFERIC< Yy FLET, :

# create a password manager

password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm()

# Add the username and password.
# If we knew the realm, we could use 2t instead of None.
top_level_url = "http://example.com/foo/"

password_mgr.add_password(None, top_level _url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener” (UpenerDirector instance)

opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL

opener.open(a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.

urllib.request.install_opener (opener)

0 IR

In the above example we only supplied our HTTPBasicAuthHandler to build_opener. By
default openers have the handlers for normal situations -- ProxyHandler (if a proxy set-
ting such as an http_proxy environment variable is set), UnknownHandler, HTTPHandler,

HTTPDefaultErrorHandler, HTTPRedirectHandler, FTPHandler, FileHandler, DataHandler,

HTTPErrorProcessor.

top_level_url IXZEERIZIX "http://example.com/” @ X 5 42584 7% URL (Chttp:’ AF¥F—L & KA M4, A
T are LTR=- MRS, 8¥) $2B LI "example.com” % "example.com:8080” (&I K — + HEE &
) O & S57% Tauthority” (DF D, ZA MK AT a e LTR-IEEBE2ED) O YE55TH »EVE
Ao authority DIFEITIE "userinfo” BRIZFZATIEWIFFRA - Hil 21X joe:passwordQexample.com”
BEAEYITY,

10
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7 70O0F%>

urllib FHHTY 0 X OREZRRL THVE T, 2@ O handler DFIZE £M % ProxyHandler %
WLUTITRONET, ZVTVOHAEFIINTIELVEFTY, RIIALRVEELDHD T, ZoOM
BT 2 =D D HEIE T v X 2 EFK L2\ ProxyHandler ZHAN T2 Z 2 TF, ZDFiEX Basic
Authentication handler ZFHEL/ FER U XS RN TITI LB TEET:

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)

>>> urllib.request.install_opener (opener)

O IR

FATE urllib.request X 7R F M T https B —> a2 YEBS T 28EEEX T R—F LTV ERA,
L2 L., urllib.request 2 Z DL ¥ TIRT 2 Z L THREIRT 2 22D TEE T,

O IR

Z ¥ REQUEST_METHOD 2S3%E XA TV %54, HTTP_PROXY IZER XN £ §; getproxies() dD KF 2 X
VT=2arvEZRLTIEI W,

8 Vryvbelb1v—

Web Er6 VY Y —2%E{G3 % Python O#REIZL A ¥ —{bZ N TWEF, urllib i3 http.client 74 7
FVENHALTOWETD, 2074 77 VIEE BT socket 74 77 VEFHALTVET,

Python 2.3 TIEV ARV ADBRA LTV T EETOY 7y FORFLRMZIET 2 2B TEET, Zh
¥ web R—=Y ZHUF T 25 EIHEANMES Z e TE LT, socket B 2 —LDFT 7 4L TR ZALTD
FOES AL TLEI D LAFERA, BUETIE socket DX A L7 D M http.client % urllib.request
DLAAPLBEBENTHTVEY, Ll UFZ2AMHT2 2 TR2TOY 7y MIHLTZ -0l
TIANIEALT Y M ERETHIENTEET

import socket

import urllib.request

# timeout in seconds
timeout = 10

socket.setdefaulttimeout (timeout)

(RDR—DIhE<)

5 ROBEFMEEFICA Y E—Fy M7 7 RT3 Ta X RAMHT 2 RENDH D T, localhost ® URL KL TZDF
X VERHLTZ Z72AL LS e THUE. 7uy 7 3NnET, [E % proxy ZFIHT % & 5 ICRE TR urllib 32 DIFH
ZFALE 3, localhost DY —NTRZVFbETAMLES 2T 22, wllib B7aFPZ2FHT20% LD RITIUIVIT F
A,

*6 urllib opener for SSL proxy (CONNECT method): ASPN Cookbook Recipe.

11
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# this call to urllidb.request.urlopen now uses the default timeout
# we have set in the socket module
req = urllib.request.Request('http://www.voidspace.org.uk')

response = urllib.request.urlopen(req)

(FiDR— 25 D %)

9 RE

ZDFF 2 XY MiX John Lee 12 ko THHi. Wi E¥NFE L7,
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